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HOW TO SOW DISCORD USING GOOGLE AND $100 (OR 6,800
RUBLES)

New tests show Google has done little to stop foreign actors from improperly influencing
US elections
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The Google AdWords account used the St. Petersburg address and tax ID of the Kremlin-linked troll farm indicted by
the special counsel investigating Russian interference in the U.S. election. Photo: Google Streetview
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e Campaign for Accountability was able to run ads created by Russian trolls on
Google’s platforms, targeting U.S. audiences

e The Russian AdWords account was set up using the name and identifying details
of the Kremlin-linked troll farm

e The ads were paid for in Russian rubles and ran on major U.S. media properties

For months, Google has trumpeted a set of strict new rules put in place to stop rogue
foreign actors from abusing its platform to influence U.S. elections. No longer, it said,
would foreign adversaries be able to buy political ads or spread divisive propaganda, as
Russian operatives did freely during the 2016 campaign.

But a series of tests shows Google has done little to strengthen its defenses. Just five
months before the 2018 midterm elections, CfA was able to buy ads on Google’s Russian
ad platform targeting U.S. internet users. It used the name and identifying details of the



Kremlin-linked troll farm that led Russia’s campaign to influence the last presidential
election. It even paid for the ads in Russian rubles.

Google then ran the ads on a wide range of web sites and YouTube channels, including
CNN, CBS This Morning, The Daily Beast, Huffington Post, AnnCoulter.com and Britain’s
Daily Mail.

The troll farm, formally known as the Internet Research Agency (IRA), has been the
subject of innumerable articles since the 2016 election and was indicted by the special
counsel investigating U.S. election interference. Notwithstanding its notoriety, CfA was
able to easily set up a Russian AdWords account, using the name, street address and tax
identification number of the St. Petersburg-based troll farm. Google even helpfully
prepopulated the troll farm’s contact details.

Google quickly approved the ads, which used similar language and many of the same
images that were created by the troll farm in 2016. Many of the images approved by
Google had already been identified by U.S. congressional investigators or widely
revealed in the U.S. media to be Russian propaganda efforts.

Google also approved display ads directing U.S. internet users to sites identified by
congressional investigators and the media as having been created and run by the
Russian trolls.

The ease with which CfA was able to replicate the Russian campaign of 2016
undermines Google’s claims to have fortified its platform against outside manipulation.
Amid revelations that Russian operatives spent tens of thousands of dollars buying
Google ads to influence the 2016 U.S. election, Google said in October 2017 that it
employed “a set of strict ad policies including limits on political ad targeting.”

Ten months later, in August 2018, Google touted its investment in “robust systems” to
“identify influence operations launched by foreign governments” on its platforms.

None of these steps deterred CfA’s testers. CfA was able to replicate a small-scale
influence campaign with less than $100, using only a burner phone to register the
Google account and a Yandex account to transfer funds to Google AdWords.

In an effort to trigger Google’s safeguards, the test waved obvious red flags throughout.
CfA posed as Russians while buying political ads targeted at U.S. users. We used a
Russian IP address, accessed Google’s Russian AdWords platform and supplied the
details of the indicted Russian troll farm. CfA submitted ad copy and promoted websites
created by the troll farm. And CfA paid for them in Russian currency using Yandex,
Russia’s largest online payment service.



Google’s failure to block our test ads also stands in contrast to Facebook’s
announcement in July 2018 that it had detected and removed 32 pages and fake
accounts after identifying a possible campaign to disrupt the U.S. midterm elections. In
August 2018, Facebook announced it had uncovered another set of Russian and Iranian
account networks aimed at influencing Americans and citizens of other nations.

The ads associated with those Facebook accounts appear to have been considerably
more difficult to detect than those that plagued the 2016 election. The accounts used
virtual private networks to mask their true location, they relied on third parties to buy
the ads, and the ads were paid for with U.S. and Canadian dollars. Facebook does not
allow payment using prepaid credit cards or Yandex and requires a valid bank, PayPal or
credit card account to purchase ads, making a similar experiment more difficult.

By contrast, CfA made no attempt to give our ads even the appearance of legitimacy
when submitting them to Google. CfA created phony ads and then directed them at
known Russian troll websites including BlackMattersUS.com and USAReally.com.

The former site was used by the IRA during the 2016 election to stoke racial tensions
and stir political unrest by co-opting American civil rights activists. USAReally.com
entered the scene more recently. In June 2018, internet researchers identified the site
as the latest in Russia’s attempt to undermine U.S. democracy by publishing wild
conspiracy theories as news and attempting to organize political rallies to support
President Donald Trump.

Google made no attempts to verify the identity of the Russian account and approved
the ads in as little as 24 hours. In one case, Google even recommended images directly
from one of the Russian troll sites as we were preparing our AdWords campaign.

The campaigns were surprisingly cheap. Our ads received over 20,000 views and more
than 200 clicks, all for a total advertising cost of around $35.

Google’s far-reaching platforms were central to Russia’s effort to disrupt the election,
giving its operatives far greater contact with American voters than they could obtain
through social media platforms like Facebook and Twitter alone. Through its search and
email ads, and ads on millions of third-party websites run through Google AdSense and
DoubleClick, Google operates the world’s biggest online advertising business.

The company also owns YouTube, the world’s largest online video site, which hosted
propaganda videos and ads bought by Russia in the run-up to the 2016 election.




POSING AS TROLLS: HERE’S HOW CFA BOUGHT IRA ADS

STEP ONE: PURCHASE BURNER PHONE AND PREPAID MOBILE PHONE CHIPS

The email and AdWords providers we used to register our accounts required a cell
phone number. To make it hard to trace and see if we activated any safeguards, we
asked a travelling friend to purchase a cheap Nokia burner phone for $15.99 from a
small market in Panama and $5 mobile chips from three different Panama mobile
providers. We then activated each phone chip with a $5 scratch-off phone card.

pra—

Burn phone and mobile chips purchased here

Cost: Burner phone and prepaid credit card: $45.99



STEP TWO: SET UP RUSSIAN EMAIL ACCOUNT THROUGH YANDEX.COM

We then set up a free email account using Yandex.com, Russia’s largest internet and
email provider. Yandex primarily serves users in Russia and Russian Commonwealth
states. Its founders and most of the company’s employees are located in Russia. Yandex
also provides the designated mail server for Russian troll site USAReally.com.

Yandex Mail

Sincerely yours,
Yandex.Mail

¢ 2
£ -

Create a free email account at https.//mail.yandex.com/

Our first step was to choose a common Russian name for our Yandex email account. This
would be the same name we used to register our Russian AdWords account as well. A
Google search of common Russian names provided the answer: “Mikhail Sokolov.”

Most popular Russian boys names

« Artem. For the last two years the most popular name in Moscowgiven to the
boyswas the name Artem, which in Greek means “unscathed.” ...

« Aleksandr. The name Aleksandr for many years remains one of the most
popular male names in Moscow. ...

« Maksim. ...
o lvan. ...

« Mikhail. ...
« Sophia. ...
« Maria. ...
« Anastasia.

Family names are arranged from the most common to the
least common.

« lvanov. This last name is derived from the first name Ivan,
which means “God's grace.” ...

« Smirnov. This last name is derived from the Russian name
Smyrnoi, which means “meek.” ...

« Kuznetsov. ...
« Popowv. ...

« Vasiliev. ...

« Petrov. ...

« Sokolov. ...
« Mikhailov.




Next, we created our Yandex email login name and password and entered our Panama
burner phone number to receive the confirmation code to create the account.

Cost: Free

Mikhad

Sokolov

sOkolovmik

Registration

Yandex
your confirmation
code is 644481.
Please enteritin

the text field.

Your phone number successfully confirmed

Yandex

Username

sOkolovmik@yandex.com

Password

Don't remember me

Sign in 28

Or sign in with a social network




With our official Yandex email account, we were now ready to register our Russian
Google AdWords account.

STEP THREE: DOWNLOAD NORDVPN

Before creating our Russian AdWords account, we wanted to ensure that any IP
addresses logged by Google were Russian, so we downloaded NordVPN’s virtual private
network software and subscribed to the service for $11.99 per month. We then used
the service to log in to a Russian server.

Countries

—~—

Connected!

' l You can now browse the intenet with total safety and
. anonymity
W Russie @
W Russia #30 @

We confirmed that we were logged into a Russian server by checking our IP address at
www.whatismyipaddress.com. Our Russian IP address was in St. Petersburg, the same
city in which the Internet Research Agency is located.

My IP Address Is:
ipva: 94.242.54.22

IPv6: Not detected

My IP Information:

ISP: 00O Fishnet Communications
Services: Network Sharing Device
City: MeTpoBckuin okpyr
Region: Saint Petersburg
Country: Russian Federation

Make My IP Address Private
Click Here

Click for more details
about 94.242.54.22
—— “remumepadckan

g\ o6nacme
Canm-NeMhep6ypz

>

Cost: $11.99 per month



STEP FOUR: REGISTER NEW RUSSIAN ADWORDS ACCOUNT

Before creating our account, we logged into NordVPN through a Russian server and
navigated to the Google Russia AdWords page. (In late July, Google AdWords was
rebranded, becoming Google Ads.)

OHnaiH peknama B Noucke U B KOHTEKCTHO ... - Google AdWords
https://adwords.google.com/intl/ru_ru/home/ v

3anyctute peknamy oHnaiiH BmecTe ¢ Google AdWords. Vicnonbayiite 06bsBneHus ¢ onnaToi 3a Knuk
U HaxoguTe KIMeHTOB A58 Ballero 6uaHeca B Google

CrtoumocTb - MpuHUMNbl paboTbl - UHCTPYMEHTHI

We automatically translated the Russian Google AdWords page to English by clicking the
Google translate icon in the upper right-hand side of the Chrome browser.

~ x

- A AL Transiate this page?
Google AdWords
Always Tranalate Russian

fnaswan crpareeya

PasamecTture

CBOIO PeKJlaMy B

Google yxe O pr— .
cerogHs!

IKCNPECCPEMOHT BENOCHNEA0B
Noursivm B aesb 0GpaLeHUA

MorosopHTe C HaLwUM v
COTPYAMUKOM

Google’s Russian AdWords page



Google AdWords

Home page

Place your ad on
Google today!

‘ x
Transiated

bike repair

Google

Express repair of bicycles - We'll fix it on the
day of treatment
"Basra bompaniya n

We repar for | day wheels, brakes and much more.

Talk to our employee v

An AdWords Specialist will help with the following

Translated into English through Chrome browser

We then created our AdWords account using the Yandex email address created in Step

Two and our Panama burner phone.

Google

Create a Google account
Go to Google AdWords

Name Surname

Mikhail Sokolov

E-mail address
sOkolovmik@yandex.com
You will need to confirm that this is your email address.

Create a Gmail account

Password Confirm the password

The password must contain at least eight characters,

including letters, numbers and special characters
FURTHER

To come in

© o

One account for all Google
services.

Following prompts from Google AdWords, we verified our Yandex email address.




0 Google AdWords

Verify your email

To complete your AdWords account signup, verify your email.

VERIFY YOUR EMAIL

Learn more about getting started with AdWords.

Thanks,
The Google AdWords Team

We then confirmed our phone number using the code sent to our Nokia burner phone.

G-8534101s your
Google
verification code.

Google

Confirm your phone number

For security reasons, we need to make sure that
this is really you. We'll send you an SMS with a 6-
digit verification code. The message delivery fee is
charged according to your tariff.

« - o

Erer confrmation code

G- 853410

Your personal information is

confidential and protected.
Go back Listen to the code CONFIRM

With those simple steps, we created our official Russian AdWords account
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Google

Day

Date of Birth

Floor

Welcome to Google
6 sOkolovmik@yandex.com

Phone number (optional)

+507 s

This number will not be visible to other users.

Month

Year

Your personal information is
confidential and protected.

Cost: Free

STEP FIVE: SET UP BILLING FOR OUR ADWORDS ACCOUNT

Once we had our AdWords account set up, we entered billing information for the
Russian Internet Research Agency, details that might be expected to draw scrutiny given

the troll farm’s well-documented history.

For our test, we entered the Russian taxpayer numbers for the IRA. Data on Russian
companies, including tax IDs, is freely available on the web. A Google search for the
Internet Research Agency found dozens of sites with its tax ID and other company

registration details.

After entering the numbers, Google helpfully populated the “Business name and
address” fields of our account automatically, filling in its name and St. Petersburg

address.

11




Settings

Russiataxinfo @ /'

Tax status : Business

Tax payer number: 7805627478

KPP number: 781107001

You're not currently eligible for electronic document delivery

Google Translate

Business name and address (D

000 «AFEHTCTBO UHTEPHET UCCNEQOBAHUA» w

/8
6

1M

r. Camxr

192029

Netepbypr

engpien- D
Mikhal Sokolov

LLC "INTERNET RESEARCH
AGENCY"

ul Oiminskogo

181

8

1-H

Saint Petersburg

192029

We then set up our payment method through Yandex, Russia’s largest electronic
payment service, and transferred 2,500 rubles (roughly $40 at the time) into the
AdWords account.

Payment method (?

-+ Add new Yandex.Money account

Pay with Yandex.Money. Your payment will usually be credited within 24 hours. Learn more

You'll be taken to Yandex.Money, our secure payment partner. Once we receive your payment, we'll send
you a confirmation email. If you don't see your balance updated within 24 hours, contact us.

| agree to the AdWords terms and conditions.

The personal information you provide here will be added to your payments profile. It will be stored

securely and treated in accordance with the Google Privacy Policy.

X  Make a payment

- Yandex.Money--_543

method may be charged at this point.

Specify your payment amount
Payment amount

RUB 2, 500|

Overdue charges from all Google products associated with this payment

E.g. 10000.00

12




X  Payment confirmed

Thank you for your payment of RUB 2,500.00.

It could take up to 24 hours for your payment to appear on your transactions

page.

Go g|€ Payment Receipt

Payment date Jun 4, 2018
000 «Iyrm» Billing ID 0145-8515-6674

I}_'“M(E);?:gn a7 Payment method Yandex.Money <e¢+7543

Poccus
115035

Corporate registration code
997750001

Tax identification number
7704582421

000 «ArEHTCTBO WHTEPHET
WCCNEQOBAHUM»

Mwuxaun Cokonos

yn OnbmuHckoro, 1/81/B, 1-H

r. CaHkT-MNeTepbypr

Russia

192029

Description
Payment amount py6. 2,500.00

Cost: $40.00

STEP SIX: CREATE THE YOUTUBE VIDEO OUR ADS WOULD POINT TO

We started by creating a simple 30-second YouTube video using Facebook memes
previously posted by accounts identified as having been created by the Kremlin-linked
trolls: Brown Power, Black Matters and Blacktivist. The memes were obtained from a
trove of ads released by the House Intelligence Committee in May 2018 as part of its
investigation into Russian efforts to sow discord online.
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» o) 0:00/086

Cops shot and killed a bipolar Black woman, Michelle Lee Shirley, following
a police chase in Torrance, California.

BI-POLAR BLACK WOMAN DIES

<7 ‘ B
N A st 3
{e L
AT THE HANDS OF POLICE

Bipolar Black Woman Killed By Cops After Car Chase |
BM

Cops shot and killed a bipolar Black woman, Michelle Lee Shirley, following a police
P .

» » o) 025/036

YouTube video posted with Russian Facebook memes

STEP SEVEN: CREATE ADWORDS CAMPAIGNS

Next, we created text and display ads pointing to the YouTube video using imagery and
language identical to the Russian troll websites BlackMattersUS.com and Blacktivist.
Based on the text we chose for our ad campaign, Google’s AdWords feature suggested
its own image of a woman crying, so we incorporated the image into our campaign
along with the raised fist from various Blacktivist Facebook memes.

Black Matters in the ©
USA

Black Matters is a News Group
That is Working to Expose

Inherent Bias in The US
W= We Strive to Expose the
"’“ Systematic Injustices In The ...

Black Matters US Visit Site > a

Black Matters US

Native and text ads for “Black Matters” campaign. Google suggested the image used

14



We also chose specific demographic, keyword, and audience information for ad
targeting for audiences in the United States. For instance, we chose “African-American”,
“Politics” and “Scandals & Investigations” among other interest-based targeting
categories that Google claims it does not allow.

Google targets ads to users based on their interests, so a user who had previously
searched for marathon training plans might see an ad for running shoes while she is
reading the news. Google showed ads to people it identified as interested in the topics
we defined.

Y  Keyword status: All but removed D ° Topic Status
[ ] Keyword T
J 4 D [ ] Sports Campaign paused
O e Black Matters
D [ ] News Campaign paused
O e candace owens
eople & Society > Ethn
O e hands up don't O e African-Americans Campaign paused
Oe kanye west tmz News > Politic
D L] Opinion & Commentary Campaign paused
O e michael brown News
O e Sports News Campaign paused
O e more likely to be arrested
News > Gossip & hloid N
D [ ) - p & jabloid N Campaign paused
Is &I
O ® v newjordans Scandals & Investigations
O e out on bail Total: Topics

Our test ad was submitted on June 11 and quickly approved on June 13. The campaign
ran for two days, generating 5,787 impressions and 56 clicks at a total cost of 398 rubles
(approximately USS6.30).

Wed, Jun 13,2018 Altime
ADS EXTENSIONS May 23 - Jun 25,2018  +
| Clicks L
-29 = Clicks ¥ = None v [l 3f
30
15
0
H May 23,2018 Jun 25,2018
Q_ Findads Y = m b4 ~
Y Ad status: All but removed
O e Ad Status Ad type Clicks . Impr. CTR Avg. CPC Cost
|»_Responsive ad marketing image  Black Matters in the USA
We Strive to Expose the Sys.. N
D [ ] Black Matters is a News Gr... Campaign paused  Responsive ad 56 5,787 0.97% RUB7.11 RUB398.10
Black Matters US

According to Google, our ads appeared on the YouTube channels for several prominent
media brands, including CBS This Morning, CNN, Comedy Central, Huffington Post,
Essence and dozens of other popular websites and YouTube channels. Google says that

15



ad placement is a function of the keywords selected when creating an AdWords

campaign.

CNN YouTube channel

CBS This Morning YouTube channel

Comedy Central YouTube channel

ESSENCE YouTube channel

O
O
a
a

O

Selected YouTube channels where the ads ran

HuffPost YouTube channel

Blyat Clicks Matter 0
Blyat Clicks Matter 0
Blyat Clicks Matter 0
Blyat Clicks Matter 0
Blyat Clicks Matter 0

For our second AdWords campaign, we directed U.S. internet users to a new website
widely reported to have been set up by the Russian trolls: USAReally.com. According to
news reports, an offshoot of the St. Petersburg-based IRA known as RIA FAN (riafan.ru)
created the site to provide information on what they say is the “growing political
censorship imposed by the United States.”

27

We used imagery directly from the USAReally.com website for a June 14 “flashmob” the
site was attempting to organize in front of the White House for President Trump’s
birthday and Flag Day. We also used language directly from the website’s “About us”

page for our AdWords copy.

June 14th is not just the birthday of the US President.
Not just a Flag Day.

On this day we officially starts our project "USA Really": the honest media about what is really
happening around.
Our slogan is "USA as it is".

We invite all Americans - all who cares about the country - to celebrate this.
Come up to the White House on June 14th at 2:00 p.m. to congratulate America.

We're calling for every patriot!
Wake Up Americans!

Poster for the flashmob can be downloaded here

About us

Today, people of US do not receive objective and independent information about events occurring
on the territory of America and around the world.

“The USA Really. Wake Up Americans” project is focused to promote crucial information and
problems, which are hushed up by the A media by the
establishment and oligarchy of the United States.

In post-truth situation and it is imp to recover quality journalism
and feedback from citizens for real democratic process in US that suffers from political lobbies
and old cliches from Cold War times.

Democracy and freedom of speech, pillars and honor of US being promoted for decades, now is
under attack of politicians itself. To reverse the situation our media was established with idea of
honest and unbiased showing what is really happening in the US.

We are looking for participants from every state with no matter of social status, political
and ideological

pi

Our goal is to keep real democracy strong and to discuss current events that affects our everyday |
life

To become a citizen j ist contact

Contacts
For press, advertising and other business questions, please contact - pr@usareally.com

Join us on Social Media

USAReally.com “flashmob” campaign page

16
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Text Native

US Really. Wake Up X

Image

WAKE UP WAKE UP

Our goal is to keep democracy
strong and discuss current

AMERICANS! AMERICANS!

events that affect our daily life P el
= In the US, we don't get objective us Rea"y' Wake Up!
=4/ information about the news ... Our goal is to keep democracy
@A/ strong and discuss current
US Really US Really Learn More > events that affect our daily life

Second Google AdWords test campaign for USAReally.com

As with our first AdWords test, we chose specific demographic, keyword, and audience
information to target specific audience segments in the U.S. In this case, we chose
“America first” and “patriot” among other interest-based targeting categories.

O e america first US Really Ad Group

D [ ] patriot US Really Ad Group

Our test ad was submitted on June 19 and approved on June 20, generating 3,774
impressions and 40 clicks at a total cost of 303 rubles (approximately USS$S4.79).

Al wed, Jun 20, 2018
ADS EXTENSIONS Mz ~
Clicks
= Clicks —40 H :_E
40
20
0 -
May 23,2018 Jun 25,2018
H Q_ Findads Y = m ¥ ~
Y Ad status: All but removed
O e Ad Status Ad type Clicks . Impr. CTR  Avg.CPC Cost
US Really. Wake Up!
WAKE UP In the US, we don't get objective infor...
Our goal is to keep democracy stron... Grouj Campaign paused  Responsive ad 40 3774 1.06% RUB7.58 RUB303.23
SR VicrRiCANS! ol g P
|

Our ads appeared on conservative sites such as AnnCoulter.com as well as the YouTube
channels of liberal sites such as The Young Turks and Thom Hartmann, among others. It
also appeared on media websites including The Daily Beast and Britain’s Daily Mail.

D anncoulter.com Site US Really Ad Group 0 10

17




D CBS This Morning YouTube channel  US Really Ad Group 0 24

D dailykos.com Site US Really Ad Group 0 15
[ dailymail.co.uk Site US Really Ad Group 0 7
D The Young Turks YouTube channel US Really Ad Group 2 67
D thedailybeast.com Site US Really Ad Group 0 7
D thepoliticalinsider.com Site US Really Ad Group 0 10
D Thom Hartmann Program YouTube channel US Really Ad Group 0 6

Selected websites and YouTube channels where the ads ran

For our third campaign, our ads directed users to another site created by the Russian
troll farm in 2016, BlackMattersUs.com. A November 2017 article in Slate reported that
the site was designed to look like a hub of racial-justice activism, but was in fact the
creation of the Kremlin-funded Internet Research Agency.

According to an investigation by the independent Russian news site RBC, the site
remains one of the most influential websites and social media accounts run by the IRA.
And while Facebook has banned BlackMattersUs, CfA had no problem running a Google
display ad campaign pointing to the website.

As with our previous campaigns, we chose images and ad copy directly from the
BlackMattersUS.com web site. In fact, Google again helpfully recommended images, this
time directly from the website.

@Y BLACKMATTERSUS G BLACKMATTERSUS

A ACTIVISM POLICEBRUTALITY RACISM YOURVOICES ENTERTAINMENT ~BUSINESS

A ACTIVISM  POLICEBRUTALITY RACISM YOURVOICES ENTERTAINMENT BUSINESS MEETUPS CO

Trayvon Martin Still Alive In Our Hearts

&TylissaHide % Activism, black communi von Martin

| Every share makes Black Voice louder!  shareTo ¥ shareTo f

[ Actem |
Black Scholarship: P. Diddy Establishes $1M
Scholarship Fund At Aima Mater

fighting for black lives
gand a new

18



Use as Image (1.91:1,

1:1) Use as Logo (1:1, 4:1)

Images suggested by Google AdWords

Black Matters In The ©
US

These Lives Matter And Their
Voices Will Be Silenced No

More
We're Dedicated To Bringing
7 Attention To Important News ...
Black Matters US Visit Site > Black Matters US

Final ads that ran online

We also chose specific keywords and demographics for our ad targeting.

Y  Keyword status: All but removed

D Keyword Status Campaign type
|:| [ ) Activism Managed Display

0O e Brown Matters Managed Display

O e Know Your Rights Managed Display

D [ ) Michael Brown Managed Display

Our ad was submitted on June 28 and approved on June 30, initially generating 10,833
impressions and 110 clicks at a total cost of 879 rubles (approximately US$14). This ad
ran an extra day generating an additional 78 clicks for a total of 188 clicks and a total
cost of 1487.50 rubles
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Alltime
ADS EXTENSIONS May 23 - Jul 6,2018  ~
: =
= Clicks ¥ = None ~ £
EXPAND.
30
15
0 -
May 23,2018 Jul 6,2018
° — ra .
Q_ Findads Y = m .4 o H N
LT SEGMENT  COLUMN  DOWNLOAD  EXPAND  MORE
Y Ad status: All but removed Policy approval status: Approved ° Add filter B X
SAVE  ReMovE
O e Ad Status Ad type Clicks & Impr. CTR Avg. CPC Cost
o Responsive ad marketing image ~ Black Madt
O e #i’::ﬁv Approved Responsive ad 110 10,833 1.02% RUB8.00 RUB879.56
Black Mat...

In all, our testers spent just 2188 rubles (approximately $35), generating more than
20,000 impressions and 284 clicks on precisely the kinds of ads that Google has pledged
to block.

Campaigns :
Cost ¥ Clicks v CTR v
@ Erown BlyatMatters RUB1,487.50 188 0.99%
Campaign
@ Blyat Matters RUB398.10 56 0.97%
@ USA Really RUB303.23 40 1.06%
@ June 28 Campaign RUB0.00 0 0.00%

Our testers tried a final test of two political ads—one targeting Democrats and the other
Republicans— on June 28. Google did not approve those ads, citing “misrepresentation”
(though not apparently for violating its stated ad policies for political advertising or
political ads purchased by foreign actors.)

Y Ad status: All but removed; Policy approval status: Disapproved

O e Ad Status Ad type
GOP Clown Ca...
Why Is The GO... Disapproved:
D O There Doesn't ... Responsive ad

GOP Party Are.. Misrepresentatic
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Misrepresentation

Other restricted businesses
Personalized advertising
Political content

Technical requirements

Trademarks

Even after the political ads were disapproved, our AdWords account remained active
and in good standing with Google.

Russia charges a 17% Value Added Tax (VAT) for all AdWords campaigns, so at the end
of our tests, we exhausted our balance. Google immediately encouraged us to add
money to our account so we could continue advertising.

= All campaigns Q @ A\ C @ A °

GO TO REPORTS ToOLS -

Balance is exhausted - Your balance is exhausted, so your ads have stopped running. To get your ads running again, make a
payment to add money to your account.

FIXIT
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